Attorney Docket No.: ECD-004 
SYSTEMS AND METHODS FOR OPTICAL MEDIA MODIFICATION 



RELATED APPLICATIONS 

This application claims the benefit of United States Provisional Application 60/255,653, 
filed December 14, 2000, the contents of which are incorporated herein by reference, in their 
entirety. 

BACKGROUND OF THE INVENTION 

Field of the Invention 

This invention is related to the field of systems and methods for preventing and/or 
deterring the unauthorized duplication of digital information, for example, digital information 
having originally been distributed on optical media. 

Description of the Related Art 

The electronic publishing industry, which publishes application software, computer 
games, appliance-console games, movies, and music on optical media is facing a growing and 
serious problem; namely, the piracy, unauthorized modification, and use of content. Since 
digital content itself is in essence a sequence of binary 1 's and 0's, it may often be copied 
exactly, wherein a copy of these "bits" is identical in every way to the original, and since the 
tools to do so are increasingly available, the industry is facing ever-increasing losses. Such 
losses may include the unauthorized duplication of a unit of optical media containing a game, a 
word processing program, an E-Book, a movie, or musical content. 

There are a number of mechanisms available that may be used to limit or prevent 
unauthorized access to digital content, and many approaches related to optical media 
manufacturing, modification, and protection thereof. The most popular among these methods 
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include methods that insert data errors into the media at the time of manufacture by producing 
actual bit patterns that are technically out of conformance with published standards and 
specifications (such as those set by Philips Corporation in their CD specification documents 
sometimes referred to as the "Redbook", "OrangeBook", and other industry-standards-book 
names), and therefore in theory cannot be reproduced by copying processes or devices if those 
devices or processes are themselves specification conformant. However, such approaches are 
limited in that they do not take into account that while these bit patterns are not officially 
sanctioned and not specification conformant, that is a matter of unenforceable voluntary 
specification compliance. Even as recently as a few years ago most device manufacturers were in 
fact trying very hard to be specification conformant, and most copy software was also 
conformant, so these protective inventions were effective for a period of time, until a realization 
was made that by making minor changes to devices and software, they could be made to copy 
nearly everything, even protected titles. This resulted in sales of more devices, more copying 
software, and of course more blank media, and such devices are not in any way illegal. Certain 
usage is, but that is the responsibility of the purchaser. A slippery slope of sorts, but piracy is 
ubiquitous and part of the reason why is that many segments of industry and society derive 
financial benefit from the act of piracy. Devices have intentionally been created which ignore 
these specification deviations, as have software programs dedicated to copying media such as the 
popular "BlindRead" and "CloneCD" software products. Examples of devices which deviate 
from the specifications are for example CD-R and CD-RW drives manufactured under the name 
"Lite-On" or "Liteon", or devices made by industry giant "Plextor", which are engineered to 
copy and reproduce all bits on a disc exactly, even those which do not conform to the 
specifications. Since the methods mentioned above rely on conformance to specifications and on 
industry consortia applying pressure to manufacturers and software companies to cause them to 
comply with the specifications, they are inherently flawed, because any number of such 
companies can, and have, carved themselves a perfectly legal market niche by doing just the 
opposite. If copying something is physically possible, then it will be copied and distributed. This 
is the significant challenge faced in this field; to create media that is inherently difficult or 
impossible to copy exactly in a manner that does not depend on voluntary compliance across a 
broad set of industries. 
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SUMMARY OF THE INVENTION 

The present invention is directed to systems and methods for preventing and/or deterring 
the unauthorized duplication of digital information of all types, for example, digital information 
having been originally distributed on optical media of all types. In particular this invention is 
related to systems and methods that prevent or deter duplication and/or subsequent use of such 
unauthorized copies via optical media devices such as those as found on computer systems and 
consumer-appliance systems. Prevention includes making the copy process inaccurate or making 
it impossible to complete successfully. Deterrence includes slowing the process of copying to 
the point where many or most such perpetrators will give up, or where the process becomes cost 
or time ineffective, or where the process may require very specialized hardware (such as specific 
models and versions of optical media drives) to even be considered. 

The devices referred to as read or read/write devices in this context include Compact Disc 
(CD, CD-R, CD-RW), DVD (all types including DVD-R and DVD-RW), other multi-layer 
and/or multi-sided media, or any other optical media devices and media as used on such systems. 

The systems and methods of the present invention result in optical media discs that 
hinder such duplication by making the resultant output disc an inaccurate, or less accurate, copy, 
and/ or increasing the difficulty and/or time required to create an accurate duplicate of an original 
disc, and further such discs may be enhanced by a corresponding authentication ability in 
software or firmware to more accurately detect whether a disc is such an original or duplicate, 
thus increasing the necessity of accurate duplication of the media if one were to attempt to make 
an unauthorized copy. Note that the distinction between firmware and software in the foregoing 
is generally intended to divide across two subsets of media uses. For media containing 
executable content (like software or games) any protective logic or algorithm content may be 
located on the media itself and may be executed as part of the execution of the digital content 
product. In the case of references to firmware, the system of the present invention may include 
an authentication component resident in the firmware of a device (such as a consumer audio 
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playback CD player from a stereo system) which can determine if the media is authentic before 
allowing its usage. 

Optical media are generally designed to have single or multiple surfaces with appropriate 
optical qualities (transparency to specific frequencies, filtration of others, birefringence, 
distortion, etc.) through which the underlying data may be read by an appropriate optical media 
read or read/write device. The goal of most optical media manufacturing processes is generally 
to create media with consistent optical and data integrity qualities in order to conform to the 
appropriate media specifications, in order to ensure broad compatibility across the majority of 
optical drives, so that the end consumer can reliably use such media in all appropriate devices. 

The present invention involves the modification of such optical media such that selected 
portions of the media are physically altered, in order to distort and/or attenuate the transmission 
of such optical signals to a predetermined degree. The intent of this selective distortion is 
manifold; namely, to slow the copying process to a desired extent by creating media that 
generates measurable changes in the system's timing and performance related to how and when 
data is read in standard optical media drives and copying devices, in a fashion that makes the 
process of copying the media more time consuming and difficult, as a deterrent to any such 
copying. The present invention can create instances of optical media that have uniquely 
identifiable attributes, whose properties are not encoded as data. These properties form a media 
signature that may be calculated as a metric of optical media drive and/or system and subsystem 
performance. The principal benefit of these identifying attributes is that since they are induced 
by physical means, a purely data-driven bit-for-bit copy of a disc cannot represent all of the 
necessary attributes inherent in the original disc. These attributes include any and all quantifiable 
behavior and/or performance metrics affected by the use of the selectively deformed media in an 
optical media drive, and the system in which it resides. 

In the inventive methods described herein, a unit of selectively distorted media may be 
created to return entirely error-free status when reading, or may be created to return desired 
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degrees of error status and degrees of data corruption at specified locations. The degree of 
distortion is definable on a per-location basis. 

In the inventive systems and methods described herein, the techniques involve integrating 
such selective distortion elements directly into the media at the time it is manufactured (for 
example as part of the disc pressing and molding process) and/or applying a physical 
modification to the media following their manufacture, in order to add such selective distortion 
elements to the media as needed. Depending on the application, either or both approaches may 
be utilized. The post-manufacture approach involves selective distortion modification to the 
medium using temperature and/or pressure and/or physical removal of the disc's structure and/or 
ablation by thermal or chemical or any other technically and commercially viable means for 
altering the optical properties of the disc to create these regions of selective distortion. 

In one embodiment of the present invention, an optical medium is modified by the 
addition of regions of selective distortion at the time it is manufactured. These regions of 
selective distortion may be molded into the disc or achieved by the removal or ablation of 
material. They take the form of concave, convex and/or textural surface modifications in the 
outer surface of the disc of any size, shape, or depth. They may be on one or both sides of the 
disc. 

In another embodiment of the present invention, an optical medium is modified by the 
addition of regions of selective deformation following its manufacture, including such 
modification at a later time in a non-manufacturing setting such as in a retail setting. These 
regions of selective deformation may be pressed into the disc and or melted into the disc and or 
abraded from the disc, or achieved by the removal or ablation of material by chemical, thermal, 
and/or electrical, or other means. The deformation may be applied to one or both sides of the 
disc, and may take the form of concave, convex and/or textural surface modifications in the outer 
surface of the disc of any size, shape, or depth. They may be on one or both sides of the disc. 
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The concave, convex, and/or textural surface or subsurface modifications may be left 
unfilled and in direct contact with the surrounding atmosphere, or they may be encased beneath a 
layer of material in order to create a smoothly filled depression, or alternatively a region of 
encapsulation or capsule region which may be filled as desired with substances that measurably 
affect optical qualities of the otherwise specification-conformant media structure (for example 
the focus, the birefringence, the track alignment or apparent track alignment, etc) or that create 
genuine physical distortions in the track and spiral structure of the disc at that location. Such a 
region of encapsulation may have a secondary use; if filled with a material that expands and 
contracts, for example, as a result of temperature change, the shape of the region of distortion 
may vary over time as the reading laser in the optical media device heats the disc and expands 
the substance, revealing a measurable variability in distortion properties. The top boundary layer 
of the distortion regions has selectable surface qualities of transparency, diffraction, diffusion, or 
partial opacity (for example as a frosted surface does). The size of each of these selective 
distortion regions may be as small or as large as desired, ranging from single microns to several 
millimeters, or more. The depth of selective distortion regions may be as great or as small as 
desired. The quantity of the subsurface modifications or the distortion regions may be selected as 
desired. They may be placed in any desired location or locations. The distortion regions may 
selectively damage, or appear to damage, the underlying physical data, depending on the degree 
of distortion chosen. 

The location or locations for placement of the distortion regions may be specified, for 
example according to Registered Spiral/Data/byte-offset oriented, Registered Polar Coordinate 
oriented and/or Un-Registered Polar Coordinate oriented methods. Relative distances or data 
volumes between locations may be specified, as may the degree of distortion which implies a 
combination of planar and non-planar adjacency of other regions of distortion, the degree of 
concavity, surface texture, and whether or not the concavity is encapsulated. 

Heat, direct and/or indirect, may be applied to an element that serves as a die, and when 
the desired temperature is reached, the element is pressed into the surface of a media in a 
specified location at a specified pressure for a specified time, and, as a result, a concavity is 
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created of desired depth, size, and texture. Collections of such die may be manipulated by such a 
device in an automated fashion to create multiple regions of concavity and distortion at once 
when pressed into the surface of the media. 

Pressure can be applied to an element that serves as a die, the element being pressed into 
the surface of the media in a specified location for a specified time, and, as a result, a distortion 
is created of desired depth, size, and texture. Collections of such die may be manipulated by 
such a device in an automated fashion to create multiple regions of concavity and a complex 
topological relationship to induce distortion when applied under pressure to the surface of the 
media. 

Ablation of the optical media surface can be is accomplished by chemical, electrical, 
thermal, or friction (vibratory abrasion, rotary abrasion, linear abrasion) means, and delivered to 
the surface of the media in a specific location by an element that serves as a die, and, as a result, 
a distortion is created of desired depth, size, and texture. Collections of such die may be 
manipulated by such a device in an automated fashion to create multiple regions of such 
ablation-induced distortion. 

The surface texture of the optical media can be modified in selected locations to effect 
the transmission of light and the optical clarity of the media. Means for inducing such 
modification may be pressed into the disc and/or melted into the disc and/or abraded from the 
disc, or achieved by the removal, or ablation of, material by chemical, thermal, and/or electrical 
means, or other means, on one, or both, sides of the disc. 

Any of the modification methods above, including heat, pressure, abrasion, ablation, and 
surface texture modification, may be used alone, or in combination with each other, on either, or 
both, surfaces of a unit of optical media. 
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The size of the region of concavity and/or distortion region may be of a size ranging 
between single microns, up to tenths of a millimeter, or larger. The affected data can be as small 
as a single bit or as large as multiple megabytes per concavity and/or distortion region. 

Either, or both, surfaces of a unit of optical media may be modified to include these 
selective distortion regions and/or concavities, regardless of whether the optical media has data 
on one or both sides. In some cases, the distortion results from optical distortion effects formed 
on the outer surface, while in others, the distortion is manifested as actual physical track 
distortion. 

Any instance of a location of selective distortion may be of a selectable degree of severity 
so that the reading device may then respond in the desired fashion when the regions are read, 
ranging from reading the underlying data with no error or associated slowdown, to being 
completely unable to read from that location, and all degrees of distortion between these two 
extremes. 

Placement of the selective distortion regions on the optical media may be specifically 
predetermined or randomly chosen. 

The selective distortion regions may be placed in series forming one or more complete 
rotational spirals around the disc. Such spirals may be perfect spirals or may be imperfect spirals 
the ends of which meet as a complete circle. 

The selective distortion regions may be placed in a designated security section of the disc 
that contains data that is not part of the actual media title content to be protected, or placed 
within the standard digital content on the disc, containing data that is part of the actual media 
title content to be protected, or both. 

The selective distortion regions may be placed on the media in order to create a 
slowdown of the copy process. The effect of the slowdown may be proportional to the severity, 
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size, and number of the selective distortion regions. They may be placed anywhere on the media, 
either with critical data, or with data the integrity of which is not necessary to preserve during the 
protection process. 

Optical media may alternatively be identified by the accuracy of placement of the 
selective distortion regions on the media, using either, or both, absolute positioning and/or 
relative positioning. 

Optical media may alternatively be identified by the physical properties imbued to the 
media by the selective distortion regions on the media, such properties including but not limited 
to performance metrics, data corruption, and error rate. 

The systems and methods of the present invention can be used in conjunction with other 
copy protection techniques that are used to determine the originality of the disk and to prevent 
unauthorized copying of content. 

The present invention therefore allows for the creation of media whose characteristics 
under usage in an optical media drive are not determined solely by the encoding of pit-and-land 
data and associated subcode data, but rather by physical qualities of the total media solution itself 
including the optical path through the media's first surface which are not duplicable by creating 
data-only copies of the media. Thus no standard drive or standard media could implement the 
necessary media attributes (such as selectively distorting the topology or topography of the 
media's surface in the exact degree and location required to be an identical match) to create a 
copy that is in all respects identical. Thus a copy created with currently available drive and 
media components and technologies cannot be mistaken for an original. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other objects, features and advantages of the invention will be 
apparent from the more particular description of preferred embodiments of the invention, as 
illustrated in the accompanying drawings in which like reference characters refer to the same 
parts throughout the different views. The drawings are not necessarily to scale, emphasis instead 
being placed upon illustrating the principles of the invention 

FIG. 1 is a block diagram of a computer system or consumer computerized appliance 
device including an optical media device, in order to provide an understanding of the interaction 
of the systems and methods of the present invention with such devices. 

FIG. 2 is a cross-sectional diagram illustrating the structure of single-sided optical media. 

FIG. 3 is a cross-sectional diagram illustrating the structure of double-sided optical 

media. 

FIG. 4 is a cross-sectional diagram illustrating instances of concave selective distortion 
on single-sided optical media, both exposed to the surrounding atmosphere and concealed via a 
layer of sealant material, in accordance with the present invention. 

FIG. 5 is a cross-sectional diagram illustrating instances of concave selective distortion 
on double-sided optical media, both exposed to the surrounding atmosphere and concealed via a 
layer of sealant material, in accordance with the present invention. 

FIG. 6 is a cross-sectional diagram illustrating instances of complex concave and/or 
convex selective distortion on single-sided optical media, both exposed to the surrounding 
atmosphere and concealed via a layer of sealant material, in accordance with the present 
invention. 
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FIG. 7 is a cross-sectional diagram illustrating instances of complex concave and/or 
convex selective distortion on double-sided optical media, both exposed to the surrounding 
atmosphere and concealed via a layer of sealant material, in accordance with the present 
invention. 

5 

FIG. 8 is a top view of an optical media illustrating the concept of the data spiral. 

FIG. 9 is a top view of an optical media illustrating the use of Polar coordinates to 
physically map disc locations for the application of regions of selective distortion. 

10 

FIG. 10 is a top view of an optical media illustrating the use of Cartesian coordinates to 
* physically map disc locations for the application of regions of selective distortion. 



I H FIG. 1 1 is a side view of a component that induces selective distortion into media by 

:Hs applying thermal energy and controlled pressure, in accordance with the present invention. 

| U FIG. 12 is a side view of a component that induces selective distortion into media by 

f y means of controlled pressure, in accordance with the present invention. 

FIG. 13 is a side view of components that induce selective distortion into media by means 
of electrical discharge, ablative/solvent/caustic material application, heat or thermal change 
and/or vibration/rotation/fnction, in accordance with the present invention. 

25 FIG. 14 is a side view of a mechanism that modifies the surface of media to alter its 

texture and thereby alter certain optical characteristics, in accordance with the present invention. 

FIG. 1 5 is a side view illustrating means for controlling the degree of selective distortion 
according to the severity of concavity in the surface of the media, in accordance with the present 
30 invention. 
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FIG. 16 is a top view of illustrating a region of the disc used for the application of 
selective distortion without concern for data integrity in that region, in accordance with the 
present invention. 

5 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

The systems and methods of the present invention and its various embodiments may be 
implemented on a personal computer or general purpose digital computer 7 as shown in FIG. 1, 
10 including, but not limited to, single- or multiple-processor-based Windows, Linux or Macintosh 
desktop computers such as those found with increasing frequency in contemporary homes and 
offices. Embodiments of the invention may also be implemented on a digital processing circuit, 
□ including, .but not limited to, those found in CD and DVD consumer audio/video appliance 
j rj components or systems, game consoles with optical media devices or optical media device 
• Is support, in stationary and mobile applications. Embodiments of the invention are also well suited 

I' £ i; 
i S;r 

,p for implementation on other computing appliance devices such as hard-disk or random access 
l L memory based video and audio entertainment appliances which contain drives capable of reading 
i U from and/or writing to optical media, which may be digital-processing-circuit based, or may be 
i'lj based on general-purpose digital computing architectures. In all such cases, an optical medium is 
; i0 at some point inserted into the optical media drive 6 and read, the data flowing through the 

system bus 5, into memory 3, such data being manipulated by the processor 2 and an eventual 
result being presented to the user by means of an output device or devices 4. 

As shown in FIG. 2 optical media of all types share certain common characteristics that 
25 are noted for the purpose of discussing the present invention. They have a first surface, or 

"reading surface" 10, which is the surface or surfaces closest to the reading head of the device. 
Beneath the first surface 10 is a layer of physical data representations 9, consisting in this 
example of pits 1 1 and lands 12, but any other future optical arrangement of data may be 
considered in the present invention as well, since the distortion of the reading process is 
30 addressed, independent of the actual data representation. These "plateaus and valleys" are often 
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arranged in a spiral on the disc or media 73 as shown in FIG. 8 wherein the starting point 75 of 
the data is closest to the center of rotation of the disc 74 and the spiral 75A represents a curve of 
increasing radius that wraps around itself until its end 76. Note that FIG* 8 is illustrative and not 
intended to be to scale, the spiral is actually single microns in width per rotational curve, and 
would be too small to represent in its true size. Returning to FIG. 2, such media 13 also have a 
back, or label, side 8, with appropriately reflective characteristics backed by a protective layer of 
plastic, lacquer, and/or a label material 8. 

FIG. 3 represents a two-sided or dual-sided media 20, including two of the above- 
mentioned "first surfaces" 14 and 17, one per side and placed back-to-back, with two layers of 
data representation 15 and 16 including pits 18 and lands 19. 

The approach of the present invention involves the manufacture of, or the subsequent 
modification of, such optical media of FIGs. 2 and 3, such that selected portions of the media are 
physically altered to distort and/or attenuate the transmission of such optical signals to a 
predetermined degree. The intent of this selective distortion is manifold; to slow the copying 
process to a desired extent by creating media that induces measurable changes in the system's 
timing and performance related to how and when data is read in standard optical media drives 
and copying devices, in a manner that makes the process of copying the media more time 
consuming and difficult. In this manner, the present invention operates as a deterrent to 
unauthorized copying of such media. Instances of optical media are created that have uniquely 
identifiable attributes, the properties of which are not encoded as data. These properties form a 
media signature that may be calculated as a metric of optical media drive and/or system and 
subsystem performance. The principal benefit of these identifying attributes is that since they are 
induced by physical means, a purely data-driven bit-for-bit copy of a disc cannot represent all of 
the necessary attributes inherent in the original disc. These attributes include any and all 
quantifiable behavior and/or performance metrics affected by the use of the selectively deformed 
media in an optical media drive, and the system in which it resides. 
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The media signature resulting from the process of deformation has multiple effective 
benefits that are utilized by this invention. One such benefit that applies to all media types (CD, 
CD-R, DVD and all other optical media types) and all content types (software, games, audio, 
video, e-book) is that the deformation can result in significant slowdowns in the copy process; 
5 where a fully detailed low-level bit-for-bit copy of an unprotected optical media unit may take 20 
or 30 minutes, the same technique can take tens of hours to complete. During this time, system 
crashes and other issues can render the copy process invalid and require a restart. The 
inconvenience of this hurdle is significant. When the copy process is complete, in some cases 
even the best copying tools will indicate to the user that the copy was successful, when in fact 
10 the generated copy has a high likelihood of being a corrupted disc image, which will not even 
mount on a system. Another such benefit which applies to all media types (CD, CD-R, DVD and 
\Z all other optical media types) and all content types (software, games, audio, video, e-book) is that 
□ such media, when selectively deformed, can be recognized and validated algorithmically as the 
I jj deformity imparts physical characteristics that are not copyable as l's and 0's and therefore 
: :hs cannot be reproduced on non-deformed output media such as CD-R or other writeable media or 
..> on manufactured "glass mastered" media made from a copy. In the case of software and games 
j\ where the content itself has the ability to execute, such algorithmic authentication can be present 
f U on the media itself and tied to the execution of the content. In the case of digital content types 

i. ..in 

ry which support such non-executable content as movies or audio or e-book data, the component of 
Ho such an authentication can be present in firmware within the playback device, which, in some 
cases, will be a device that is in fact a computing device as described in this document which is 
packaged and sold as a consumer playback appliance. A good example of such a device is a 
DVD player or game console, which has no or little external programmability and may not even 
be recognized by the user as a computer. Such firmware would prohibit or refuse the use of any 
25 disc that did not have an appropriate selective distortion physical signature. 

As shown in FIG. 4, the distortion regions 21, 22, 24, 26, whether manufactured into the 
media or later provided onto a media in a post-manufacture process, yield modified media 23, 
28,31. Such modifications may take the form of a concave indentation 21 of any size in any 
30 location on the media's first surface 1 0, and/or may be a concave indentation 22 on the back, or 
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label, surface 8. The first surface instance 21 affects the media's reading process by producing 
the appearance of distortion as discussed above. Depending on the degree of selective distortion, 
the process of reading may be unaffected, or slowed by a predetermined amount or percentage, 
or may be rendered impossible in certain locations due to the apparent corruption or destruction 
5 of the underlying data. Corruption or destruction of the underlying data is apparent, rather than 
actual, in the case of first surface selective distortion, in the sense that the underlying data is 
intact and remains correct, but the ability to read the data is reduced or eliminated utterly by the 
changes in the optical path due to the properties of the distortion. The back side, or label side, 
instance 22 actually causes real change to the geometry of the physical data an associated tracks. 
10 This change is due to the data spirals described above with reference to FIG. 8 being physically 
bent out of alignment from their expected horizontal plane, causing unexpected focal length and 
focus issues for the reading device. Such distortion is quite effective and is used sparingly in 
□ quantity of locations and degree so that the media is not rendered damaged to a degree so as to 
! * be useless. In cases where the media has available space for additional non-critical filler data, 
;;fj5 the data corresponding with the distortion regions is read, the destructive effect of the distortion 
: p regions on the data is monitored, the location of the distortion regions is verified, and the data is 
I j. discarded. If no extra space for expendable data is available on the media, then lesser degrees of 

!'U distortion should be chosen in the distortion regions, which can slow the reading of a data bit to a 

U 

j'U measurable degree, but not change or destroy the underlying associated data. 

;4o 

The simple concave regions of distortion may be further enhanced by providing 
additional layers of encapsulation 25, 27, which yield encapsulated pockets 24, 26 that may be 
used to further manifest the distortion effects, for example through the nature of the 
encapsulation material 25, 27 and/or the nature of the material encapsulated 24, 26, created by 

25 the distortion process. Such effects can also include further dynamic physical distortion in the 
regions 24, 26 caused by the laser pickup of the optical media drive adding heat to the disc 
during usage and causing the encapsulated regions 24, 26 to expand at a rate that is different than 
the expansion of the rest of the media, and to farther alter the distortion process in a measurable 
way. Similarly, due to the encapsulated region 26 formed on the back side of the disk, and its 

30 associated layer of encapsulation, such distortion of the data can further vary as a result of the 
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temperature change in that region. Such layers of encapsulation 29, 30 may be of any thickness 
and may cover as much, or as little, of the first surface or the label surface of the disk as desired, 
and comprise any appropriate material such as transparent or colored plastic, in solid or liquid 
form attached by any viable adhesive means or molded directly to the surface of the disc itself. 
Using a colored material has the added advantage of hiding the visible locations of distortion 
from the eyes of the user, so that the disc, when examined, has no visible surface areas of 
distortion. 

Similarly, on two sided media 34, 37, 40, as shown in FIG. 5, reading surface distortion 
regions 32 and 33 are formed on either of the viable reading surface sides of the media, and such 
distortion regions can be further modified by the providing encapsulation layers 35, 38, 39, in 
order to create encapsulated distortion regions 36 on both sides of the media. 

Beyond the concept of simple concave distortion regions, with reference to FIG. 6, the 
present invention is equally applicable to embodiments that support the creation of more 
complex regions of selective distortion, which may be manufactured into the media 48, 54, 56, or 
later applied to the media following manufacture. Such distortion regions may be achieved, for 
example, by the creation of bubbles 41, 43, 45, 47, 49, 51, 53 within, or beneath, the first or 
reading surface of the disc regions of encapsulation. The convex surface of the bubbles 41, 43, 
45, 47, 49, 5 1 , 53 may be slightly above the reading surface of the disc 42, or may be themselves 
located within concave distortion regions 43 so that the convex shape 44 of the bubble within the 
concave distortion region creates a complex system of curved surfaces. Encapsulated bubbles 45 
may be placed below concave distortion regions 46 in whole or in part, in order to induce 
complex optical distortion effects as the region is read by the system. Further such encapsulated 
bubbles 47 may be formed entirely within the otherwise undistorted first surface of the modified 
media 48. Such encapsulated bubbles and complex curve systems contained within such complex 
selective distortion regions may themselves be further encapsulated by an encapsulation layer 50, 
55 applied to the surface of the media, which can, in turn, create multiplexed complex 
encapsulated regions of distortion wherein the encapsulation occurs at the bubble itself 49, or at 
the complex set of curves above and including the bubble 50, or at the simplex concave location 
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52 which is entirely above and unconnected to the ovoid bubble 51, or directly above the surface 
above an entirely contained encapsulated region of distortion created by a bubble amid the first 
surface 53. 

5 As shown in FIG. 7, such complex selective distortion effects can be achieved on two- 

sided media 63, 69, 72 using similar constructs; near-surface bubbles 57, 62 representing 
encapsulated selective distortion regions, bubbles entirely beneath concave distortion regions 58, 
or complex surface curvature shapes produced by the intersection of encapsulated bubbles and 
their convex outer shape 60 and a concave simple regions of selective distortion 59. Such 
10 selective distortion regions may further be enhanced by the addition of layers of encapsulation 
70, 71 which can create additional encapsulated regions 64, 65, 66, 68 which may themselves 
■ I impart measurable distortion effects, or be effected by thermal change to cause measurably 
C 3 altered distortion effects. 

[;h5 In the inventive systems and methods described herein, a unit of selectively distorted 

i 3 s 
: *z? 

:£ media may be created at the time of manufacture, or in a post-manufacture process, to return 
y, entirely error-free status when reading, or may be created to return desired degrees of error status 
j W and degrees of partial or complete data corruption at specified locations. The degree of distortion 
I s y is definable on a per-location basis. This ability to vary the degree of distortion between 
!; Jo locations supports the ability to encode meaningful data not only by means of location but also 
by the degree of distortion found in each location. For example if a certain unit of media had 
three locations of distortion, for example at byte offset 1000, 2000 and 3000, then finding those 
locations might serve to validate the media. However, if those locations had known degrees of 
distortion, such that the location 1000 had a minor amount of distortion which slowed the read 
25 process somewhat, and the location 2000 had severe distortion that disallowed the reading 
process, and location 3000 had moderate distortion also slowing the read process to a 
predetermined degree, then the relationships of the degree of distortion combined with the 
relationships of the locations can be used to represent an encoding value that is unique and 
measurable with repeatability across a wide range of reading optical media devices. 

30 
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As shown in FIG. 15, the extent of selective distortion may be controlled be in its 
simplest form, the concave dimple or distortion region, by controlling the degree of the 
topological complexity. For example, a subtle concave indentation distortion region 1 14 may 
result in minor, or no, noticeable change in the quality or quantity of data read from the disc. As 

5 the degree of indentation increases 1 1 6, the level of difficulty in extracting data from that 
location increases. A maximum amount of distortion can also be reached 1 17, after which the 
region is severely damaged and can no longer be used to read valid data. There are many degrees 
of control within this range. Further enhancement of control over the degree of distortion effects 
may be accomplished by encapsulating these regions of selective distortion 1 19, 120 on 

10 encapsulated media 121, 123 by the addition of a layer of encapsulation 122, as explained above. 

it In the inventive methods described herein, the techniques involve integrating such 

□ selective distortion elements directly into the media at the time of manufacture (for example as 
I ^ part of the disc pressing and molding process) and/or applying a physical mechanism and process 
;; fj 5 to the media disks following manufacture to add these selective distortion elements to the media 
J as needed. Applications may include the former, the latter, or both, in combination. Such a 
j\ physical device component of the present invention that applies selective distortion modification 
^ to the medium after it has been manufactured will be discussed that uses temperature, pressure, 
i |j physical removal of the disc's structure, and/or ablation by thermal or chemical or any other 
I'jo technically and commercially viable means as a means of altering the optical properties of the 
disc to create these regions of selective distortion. Simple or complex patterns of surface 
curvature and texture can be created, and subsurface bubbles inserted into the disk material. In 
all such cases, these distortion regions may be placed in randomly chosen locations on the disc 
and later located by means of a broad data-reading search technique across the disc, or may be 
25 placed in predetermined specific desired locations. The means of specifying such locations may 
either be data oriented or physical-structure oriented, or both. 

One such method treats the spiral data structure shown in FIG. 8 as a stream of bytes 
beginning with the first byte of the disc 75 and ending with the last byte 76. Such mapping is 
30 done between this data spiral 75A and physical disc location using physical methods that include 
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Polar methods shown in FIG. 9 and Cartesian methods shown in FIG. 10. As in FIG. 9 the 
Polar formula for the physical location defined by the origin and rotational center of the disc 80 
and the degree of rotation 82 from a specified origin line to a point location 81 describes a 
unique location that corresponds to a data location on the previously described spiral 75A from 
5 the origin at location 75 through the outermost location 76. That location is uniquely described 
as Point (81,82). Similarly, the Cartesian method of location definition as described in FIG. 10 
accomplishes the same correspondence between the data location and a physical location on the 
media. Rectangular coordinate space is defined on the disc with each point of a two dimensional 
matrix being defined to correspond with a data location on the previously described spiral 75 
10 through 76. Two Cartesian axes are defined 87, 88 and a zero point is defined at the rotational 
center of the disc 89. Each such axis has positive and negative coordinates. X-axis 88 has 
negative coordinates from the zero point 84 ranging to the farthest horizontal negative location 
□ on the disc 84, and has a positive range from the center zero point 89 to the farthest horizontal 
j s 1 positive point 91. The vertical axis 87 similarly has a negative value range from the zero point 89 
;;Ff5 through the farthest vertical negative disc location 90, and a corresponding positive range from 
:|: the zero point 89 to the farthest positive vertical location 86. Thus a unique point corresponding 
1+ to a known data location on the spiral represented between points 75 through 76 may be 

i U expressed using this method as Point (8 8 [value], 87[value]) where the value is the positive or 

U 

i y negative axis range value for that location. 



In an embodiment of this invention, optical media is modified by the addition of regions 
of selective distortion at the time it is manufactured. These regions of selective distortion may be 
molded into the disc or achieved by the removal or ablation of material. They take the form of 
indentations or dimples in the outer surface of the disc of any size, shape, or depth. They may be 
25 located on one or both sides of the disc. This may be accomplished by modifying the standard 
media molding equipment to include such simple or complex shapes as surface treatments, and 
by further modifying these machines to add an optional layer of encapsulation to the media. 




30 



As shown in FIG. 11 the media 98 may be modified to include regions of selective 
distortion 96 by the application of one or more heated device dies 93, heated by means of a 
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heating element 94, with an appropriately curved and textured surface 95. This heating element 
93 is maintained at an appropriate temperature in order to soften the media enough to allow the 
heating element 93 to be pressed into the media surface with an appropriate applied pressure for 
an appropriate amount of time to create the selective distortion region 96 as desired above the 
5 recorded data 97. 

As shown in FIG. 12 the present invention also allows for the creation of regions of 
selective distortion on media 103 without the application of heat, simply by applying an 
appropriate amount of pressure. A die 99 is urged into the desired location such that the tip 100 
10 of the die is pressed into the media 103 to create the desired degree of distortion 101 above the 
recorded data 102. 

□ 

□ As shown in FIG. 13 the present invention is further applicable to other means for the 

I s U 

ij creation of regions of selective distortion on a media 108. For example, a die 104 having the 
liSs ability to discharge electricity as an arc may be used to ablate or soften the surface of the media, 
><£ and the tip of the die 1 04 may be used to further indent the surface and produce the desired shape 
;L and texture of the distortion region. Alternatively, a chemical or other material science related 
! y means 105 may be used in the application of solvents or other chemicals to soften, cloud, distort, 
| : U or ablate surfaces of the media 108 as desired. A die 106 rotatably driven by a drill 1 07 can be 
i lb used to create a distortion region when applied into the surface of the media 108. Vibratory, or 
other, motion, may alternatively be imparted 107 to the die 106 to generate the desired effect. 
Friction-related techniques may be applied to cause the surface of the media to embody regions 
of selective distortion. These techniques may be combined to create the desired complex shapes. 
In addition to complex surface topology changes being introduced by such means, encapsulated 
25 regions or bubbles may be induced below the surface by such combinational means, for example 
the chemical or substance delivery method in 105 can deliver a solvent, followed by delivering a 
charge of compressed air, then the electric method shown in 104 can be used to fuse the surface 
and press a concave distortion region over it, yielding an encapsulated complex region of 
distortion as shown in FIG. 6, elements 45 and 46. 

30 

20 



Attorney Docket No.: ECD-004 

In addition to the providing of complex surface topological changes described above, the 
present invention is further applicable to the creation of distortion regions by altering the surface 
texture of the first surface or reading surface of the media. As shown in FIG. 14 the surface 111 
of a media 1 1 3 may be modified to alter its texture by pressing a textured die 1 09 into it (or by 

5 molding such a texture into it at the time of manufacture). The die 109 includes an appropriate 
tip shape and texture 110, and is pressed into the media 1 13 using temperature 95, pressure 100, 
or the other techniques 104, 105, 106 described above to induce a region of surface texture 
change 111, which differs from the standard smooth optically near-perfect surface texture found 
on most optical media. Such texture changes can be induced by any combination of textured 

10 molds, textured die surfaces, heat, pressure, chemistry, electricity or other techniques used in the 
manufacture or subsequent modification of optical media. 

□ As shown in the top view of FIG. 16 the media 129 may be modified using any of the 

j rj means described above to produce one or more regions of selective distortion 125, 128. Such a 
:;S5 disc may be composed entirely of critical data which is needed for the usage of the disc in its 
; P entirely, or may have certain data present 126 which is considered to be expendable and may be 
i' ^ sacrificed where regions of extreme selective distortion are required. In general, any or all of the 
| -J regions of an optical media may be used to place selective distortion regions. In the case of 
i'U media wherein the entire content is non-expendable, it is advisable to use only mild to moderate 
; :r io distortion values so that no data is actually destroyed. In the case of media that includes unused 
space, for example a 400 MB product on a 650 MB capacity disc, it would be recommended to 
add 250 MB of data to the disc to allow for additional areas of distortion, to serve as a copy 
deterrent by significantly slowing the copy process due to the distortion slowdown effect, and to 
serve as significant areas of additional distortion to allow for the encoding of additional 
25 authentication information across these areas by virtue of their relative and absolute locations 
and the degree of distortion found there. Such expendable data areas allow for the use of severe 
distortion which further slows the copy process and also allows for a greater range of encoding 
values based on the degree of distortion. 
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Selective distortion regions may be placed in series forming one or more complete 
rotational spirals around the disc. Such spirals may be perfect spirals or may be imperfect spirals, 
the ends of which meet as a complete circle or ring. 

5 Optical media can be modified by the addition of selective deformation regions at any 

time during its manufacture, including modification at a later time in a non-manufacturing setting 
such as a retail setting. These regions of selective deformation may be pressed into the disc and 
or melted into the disc and or abraded from the disc, or achieved by the removal or ablation of 
material by chemical, thermal, electrical, and/or other means. They may be on one or both sides 
10 of the disc. They take the form of concave, convex, and/or textural surface modifications in the 
outer surface of the disc of any size, shape, or depth. They may provide on one or both sides of 
the disc. 



j .1 In the exemplary embodiments described above, such concave, convex, or textural 

:;rt5 surface or subsurface modifications may be left unfilled and in direct contact with the 
,p surrounding atmosphere, or they may be encased beneath a layer of material in order to create a 
I ± smoothly filled depression, or alternatively an area of encapsulation or capsule region which may 
fU be filled as desired with substances that measurably affect optical qualities of the otherwise 
ffj specification-conformant media structure (for example the focus, the birefringence, the track 
; ; ^0 alignment or apparent track alignment, etc) or that create genuine physical distortions in the track 
and spiral structure of the disc at that location. Such a region of encapsulation may have a 
secondary use; if filled with a material that expands and contracts, for example, as a result of 
temperature change, the shape of the region of distortion may vary over time as the reading laser 
in the optical media device heats the disc and expands the substance, altering the disc's surface 
25 slightly, revealing a measurable variability in distortion properties. Thus as a given spot is read 
and re-read, it will heat up, expanding the trapped gas, in this example the surrounding 
atmosphere present in the manufacturing facility (for example air) which was trapped during the 
manufacture process and this temperature change and corresponding pressure change results in a 
change to the convex and/or concave surface properties of the area of distortion thereby changing 
30 the degree of distortion, so that on subsequent repeated reads the measurable amount of 
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distortion can be shown to change in a predictable manner. Once the repeated reading process 
stops for a predetermined period of time, the media will cool in the selected area, and the gas will 
contract, causing the area of distortion to return to its original surface topology, and a subsequent 
re-read at that location will yield the original distortion value. This process of re-reading and 
forced heating and cooling of repeatedly read locations can be repeated reliably to ensure correct 
identification of the distorted area. 

The top boundary layer including concave, convex, and/or texture-altered surface regions 
of distortion has selectable surface qualities of transparency, diffraction, diffusion, and 
refraction. The size of each of these regions of selective distortion may be as small or large as 
desired, and can range from single microns to several millimeters or more. The depth of these 
regions of selective distortion may be as great or small as desired. The quantity of these concave, 
convex, textural surface, and/or subsurface modifications or regions of distortion may be as 
many or as few as desired. They may be placed in any location or locations as desired. The 
regions of distortion may, or may not, selectively damage or appear to damage the underlying 
physical data, depending on the degree of distortion chosen. 

The location or locations for any such region of selective distortion may be specified. 
There are multiple mechanisms for specifying the locations; Registered Spiral/Data/byte-offset 
oriented and/or Registered Polar Coordinate oriented and/or Un-Registered Polar Coordinate 
oriented methods. Relative distances or data volumes between locations may be specified, as 
may the degree of distortion (which implies a combination of planar and non-planar adjacency of 
other regions of distortion, the degree of concavity, surface texture, and whether or not the 
concavity is encapsulated). 

Heat, direct and/or indirect, can be applied to an element that serves as a die, and when 
the desired temperature is reached, the element is pressed into the surface of the media in a 
specified location at a specified pressure for a specified time, and, as a result, a concavity is 
created of desired depth, size, and texture. Collections of such die may be manipulated by such a 
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device in an automated fashion to create multiple regions of concavity and distortion at once 
when pressed into the surface of the media. 

Pressure can be applied to an element that serves as a die, and the die applied to the 
5 surface of the media in a specified location for a specified time, and as a result a concavity is 
created of desired depth, size, and texture. Collections of such die may be manipulated by such a 
device in an automated fashion to create multiple regions of concavity and distortion at once 
when pressed into the surface of the media. 

10 Ablation of the optical media surface can be accomplished by chemical, electrical, 

thermal, or friction (vibratory abrasion, rotary abrasion, linear abrasion) means, and delivered to 
the surface of the media in a specific location by an element that serves as a die, and as a result a 
y concavity is created of desired depth, size, and texture. Collections of such die may be 
i * manipulated by such a device in an automated fashion to create multiple regions of such 
15 ablation-induced concavity and distortion. 

ru 

" The surface texture of optical media can be modified in selected locations to effect the 

I' U transmission of light and the optical clarity of the media. Such modifications may be pressed into 
j'y the disc, melted into the disc, or abraded from the disc, or achieved by the removal or ablation of 
: ^0 material by chemical, thermal, or electrical and/or other means, on one or both sides of the 
media. 

Any of the above modification approaches, heat, pressure, abrasion, ablation, or surface 
texture, modification may be used in combination with each other, on one or both surfaces of a 
25 unit of optical media. 

The size of the region of concavity and/or distortion may be of a size on the order of one 
micron or single micron increments from one micron up to the order of tenths of a millimeter or 
larger. The data affected can be as small as a single bit or as large as multiple megabytes per 
30 concavity and/or distortion region. 
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Either or both surfaces of a unit of optical media may be modified to include such regions 
of selective distortion and or concavity, whether or not the optical media has data recorded on 
one or two sides. In some cases the distortion results from optical distortion effects on the outer 
surface, while in others the distortion is manifested as actual physical track distortion. 

Any instance of a location of selective distortion may be of a selectable degree of severity 
so that the reading device may then respond in the desired fashion when the regions are read, 
ranging from reading the underlying data with no error or slowdown associated, to being 
completely unable to read from that location, and all degrees of distortion-related effects between 
these two extremes. 

Regions of selective distortion can be placed in specific predetermined positions or 
random locations on the optical media. They can be placed in a designated security section of 
the disc that contains data that is not part of the actual media title content to be protected, and/or 
placed within the standard digital content on the disc, containing data that is part of the actual 
media title content to be protected. 

The selective distortion regions may be placed on the media in order to create a 
slowdown of the copy process. The slowdown is proportional to severity, size, and number of 
regions of selective distortion. They may be placed anywhere on the media, either with critical 
data or with data whose integrity it is not necessary to preserve during the protection process. 

Optical media may be identified by the accuracy of placement of regions of selective 
distortion on the media, either or both using absolute positioning and/or relative positioning. 
Alternatively, optical media may be identified by the physical properties imbued to the media by 
the regions of selective distortion on the media, such properties including but not limited to 
performance metrics, data corruption, and/or error rate. 
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The inventive concepts discussed above can be used in conjunction with other copy 
protection methods that are used to determine the originality of the disk and prevent copies. 

While this invention has been particularly shown and described with references to 
preferred embodiments thereof, it will be understood by those skilled in the art that various 
changes in form and details may be made herein without departing from the spirit and scope of 
the invention as defined by the appended claims. 
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